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b) \ intercepting the change document command; 

c) a^Quiring an encryption key value; 

d) enci^ting the file using the encryption key value to create an encrypted file; 

^ e) completiHg the change document command by performing the change document 

command upon the encrypt^^file instead of the file; and 

invoking an option to initiate a virus scan program; 
wherein steps c) and d) furtfter comprise the steps of: 

selecting an algorithm to use wi^ the file from one of a plurality of encryption 
algorithms; 

selecting an encryption key vnth a key vdue; 

generating a file identifier fi-om the encryptron key, an algorithm identifier associated 
with the selected algorithm and a data identifier associa^d v^th the file; 
adding the file identifier to the file; and 

using the key value and the selected algorithm to encrytot the file. 



48. (Amended) The method as recited in claim 47, comprising the^^her step of running a virus 
scan program on the file before it is encrypted. 



49. (Amended) The method as recited in claim 47, comprising the fiirther ste^s of selecting the file 
from within the contents of a second file that is larger than the file. 
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V (Amended) The method as recited in claim 49, comprising the furA 

file ftpm the second file wherein the third file contains the encrypted file and the portion of the 
second nte that does not include the file. 

51. (Amendeo^ The method as recited in claim 50, wherein the encrypted file is located in a 
container. \ 

]^S2, (Amended) The mfe;^d as recited in claim 47, wherein the algorithm is selected fi-om the 
plurality of algorithms according to a pre-selected criteria. 

53. (Amended) The method asNecited in claim 47, wherein the algorithm is selected from the 
plurality of algorithms according to a\re-selected algorithm. 

54. (Amended) The method as recited in cl^m 47, wherein the file identifier is inserted into the file 
according to a pre-selected criteria. \ 

55. (Amended) The method as recited in claim 47, wherein the file identifier is inserted into the file 
according to a pre-selected algorithm. \ 

56. (Amended) The method as recited in claim 47, wherein th^e are plural encryption key values 
and at least one encryption key value is associated vdth the user. \ 

57. (Amended) The method as recited in claim 56, comprising the fiirt^r steps of: 

requiring the user to submit to an access authentication step; and \ 
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if the access authentication step does not authenticate the user, then skipping steps c) and 
d), but ikhe access authentication step does authenticate the user, then retrieving the encryption 
key value astociated v^th the encryption key name and the user. 

\ 58. (Amended) V method of decrypting an electronic file that is to be opened in an application 
program running inVsuitable environment for operating the program, comprising the steps of: 

a) issuing ak open document command to act upon the file; 

b) intercepting\he open document command; 

c) retrieving a decryption key value; 

d) decrypting the file O^ing the decryption key value to create an unencrypted file; 

and 

e) completing the open docwnent command by performing the open document 
command upon the unencrypted file instead the file; and 

wherein steps c) and d) further comprise^e steps of: 

selecting an algorithm to use with the file fro^ one of a plurality of algorithms; 
selecting an encryption key with a key value; 
inputting a decryption key with a key value; 

validating the decryption key value with the key value associated with a file identifier; 
using the key value and the selected algorithm to decrypt tB^ file; and 
invoking an option to initiate a virus scan program. 

59. (Amended) A method of decrypting an electronic file that is to be o)^ned in an application 
program running in a suitable environment for operating the program, comprising the steps of: 
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\ a) issuing an open document command to act upon the file; 
1^ intercepting the open document command; 

c) \ retrieving a decryption key value; 

d) \ecrypting the file using the decryption key value to create an unencrypted file; 
and \ 

e) completing the open document command by performing the open docxmient 
command upon the uneno^vpted file instead of the file; and 

wherein steps c) and fiirther comprise the steps of: 

selecting an algorithm touise with the file fi-om one of a plurality of algorithms; 
inputting a decryption key ^th a key value; 

validating the decryption key vialue with the key value associated with a file identifier; 
using the key value and the selected algorithm to decrypt the file; and 
rurming a virus scan program on the cfecrypted file. 

60. (Amended) A method of encrypting and decrypting a file with one of a plurality of algorithms, 
comprising the steps of: \ 

selecting an algorithm to use with the file fi"om plurality of algorithms; 

selecting an encryption key with a key value; \ 

generating a file identifier fi*om the encryption key, an ^orithm identifier associated 
with the selected algorithm and a data identifier associated with th\ file; 
adding the file identifier to the file; \ 
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5ing the key value and the selected algorithm to encrypt the file and generate an 
encrypteoSfile; 

uniquely identifying the encrypted file with an encrypted data identifier during 
encryption; 

inputting a decryption key with a decryption key value; 

validating the ^cryption key value with the key value associated with the file identifier; 
using the key values^nd the selected algorithm to decrypt the file; and 
testing the encrypted aata identifier after decryption by regenerating the encrypted data 
identifier and ascertaining that tn^ are the same. 

61 . (Amended) The method as reciteS^in claim 60, comprising the fiirther step of selecting the file 
from within the contents of a second file\hat is larger than the file. 

62. (Amended) The method as recited in ci^m 61, wherein the encrypted file is placed in a 
container. 

63. (Amended) The method as recited in claim 62, comprising the further step of creating a third 
file fi-om the second file wherein the third file contains \q encrypted file and the portion of the 
second file that does not include the file. 

64. (Amended) The method as recited in claim 63, wherein the col^^tainer is represented in the third 
file. 
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65. (Amended) The method as recited in claim 64, wherein the decryption is initiated with whatever 
method is appropriate to the way the file is represented in the third file. 

66. (Amended) The method as recited in claim 64, wherein the second file is recreated from the 
third file afl^r the file is decrypted. 

67. (Amended) Vhe method as recited in claim 66, comprising the fiirther step of running a virus 
scan program on thessecond file after it is recreated. 

68. (Amended) A method of encrypting and decrypting a file with one of a plurality of algorithms, 
comprising the steps of: \ 

selecting an algorithm tVuse with the file fi-om the plurality of algorithms; 
selecting an encryption keyWith a key value; 

generating a file identifier fi-orn\the encryption key, an algorithm identifier associated 
with the selected algorithm and a data identifier associated with the file; 
adding the file identifier to the file; \ 
inputting a decryption key with a decrypticm key value; 

validating the decryption key value with the my value associated with the file identifier; 
and \ 

using the key value and the selected algorithm to dec^t the file; 
wherein the file is located in a document or image repository. 

69. (Amended) A method of encrypting and decrypting a file with one of a plurality of algorithms, 
comprising the steps of: \ 
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\ selecting an algorithm to use with the file fi-om the plurality of algorithms; 
selecting an encryption key with a key value; 

generating a file identifier fi-om the encryption key, an algorithm identifier associated 
with the select^ algorithm and a data identifier associated with the file; 
adding the^ile identifier to the file; 

using the key\alue and the selected algorithm to encrypt the file and generate an 

encrypted file; \ 

sending the encrypteil file fi-om a first person to a second person over the Internet in an e- 

mail message; \ 

inputting a decryption key Vth a decryption key value; 

validating the decryption key value with the key value associated with the file identifier; 
and \ 

using the key value and the selected ^orithm to decrypt the file. 

70. (Amended) The method as recited in claim^69, wherein the first person is the same as the 
second person. \ 

71 . (Amended) A method of encrypting and decrypting a file with one of a plurality of algorithms, 
comprising the steps of: \ 

selecting an algorithm to use with the file from the pluraliW of algorithms; 
selecting an encryption key with a key value; \ 
generating a file identifier from the encryption key, an algorithm Identifier associated 
with the selected algorithm and a data identifier associated with the file; \ 
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\ adding the file identifier to the file; 

\sing the key value and the selected algorithm to encrypt the file and generate an 

encrypted n^; 

inputting a decryption key with a decryption key value; 

validatingNhe decryption key value with the key value associated with the file identifier; 

and \ 

using the key vai^e and the selected algorithm to decrypt the file; 

wherein a portion ot\die file identifier is encrypted before it is inserted into the file. 

72. (Amended) The method aXrecited in claim 71, comprising the further step of decryption a 
portion of the file identifier before th^ decryption key value is validated. 

73. (Amended) The method as recited In claim 72, wherein all of the file identifier is encrypted 
before the decryption key value is validated>y 

74. (Amended) A method of encrypting and dec^ting a file v^th one of a plurality of algorithms, 
comprising the steps of: \ 

selecting an algorithm to use with the file from tfte plurality of algorithms; 
selecting an encryption key with a key value; \ 

generating a file identifier from the encryption key, an algorithm identifier associated 
with the selected algorithm and a data identifier associated with thesfile; 
adding the file identifier to the file; \ 
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using the key value and the selected algorithm to encrypt the file and generate an 
encrypted file; 

inputting a decryption key with a decryption key value; 

valida^g the decryption key value with the key value associated with the file identifier; 
using the Key value and the selected algorithm to decrypt the file; 
invoking an option to initiate a virus scan program. 

75. (Amended) A methodspf encrypting and decrypting a file with one of a plurality of algorithms, 
comprising the steps of: 

selecting an algorithm t3\jise with the file from the plurality of algorithms; 
selecting an encryption keyVith a key value; 

generating a file identifier from the encryption key, an algorithm identifier associated 
with the selected algorithm and a data id^tifier associated with the file; 
adding the file identifier to the file; 

running a virus scan program on the fil^before it is encrypted; 
using the key value and the selected algorrt^ to encrypt the file and generate an 
encrypted file; 

inputting a decryption key with a decryption keVvalue; 

validating the decryption key value with the key va^ue associated with the file identifier; 

and 

using the key value and the algorithm to decrypt the file;^ 

wherein a portion of the file identifier is encrypted before it "is inserted into the file. 
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(Amended) A method of encrypting a file with one of a plurality of algorithms, comprising the 
ste^ of: 

electing an algorithm to use with the file from the plurality of algorithms; 
selebiing an encryption key with a key value; 

generattng a file identifier from the encryption key, an algorithm identifier associated 
with the selected ^orithm and a data identifier associated with the file; 
adding the filesidentifier to the file; and 

uniquely identifyW the encrypted file with an encrypted file header. 

77. (Amended) A method olS^ecryptmg an encrypted file with one of a plurality of algorithms, 
comprising the steps of: 

selecting an algorithm to useVith the encrypted file from the plurality of algorithms; 

inputting an decryption key with\ decryption key value; 

validating the decryption key value ^th the key value associated with a file identifier that 
was added to a file during an encryption procesk that created the encrypted file; 

using the key value and the selected algorimm to decrypt the file; 

testing the encrypted data identifier that is usea\to uniquely identify the encrypted file 
during the encryption process by regenerating the encrypted data identifier and ascertaining that 
they are the same. 



78. (New) A method of encrypting and decrypting a file with one of^ plurality of algorithms, the 
method comprising the steps of 
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sheeting an algorithm to use with the file firom the plurality of algorithms 
selecHng an encryption key with a key value 

generating file identifier fi:om the encryption key, an algorithm identifier associated 
with the selected algoh^im and a data identifier associated with the file 
adding the file ideiWer to the file 

using the key value antf^e selected algorithm to encrypt the file and generate an 
encrypted file \ 

sending the encrypted file fi-omXfirst person to a second person in an e-mail message. 

79. (New) A method of encrypting and decrjWig a file with one of a plurality of algorithms, the 
method comprising the steps of: \ 

receiving an encrypted file fi-om a first person oVa second person in an e-mail message 

extracting a file identifier firom the file \ 

inputting a decryption key with a decryption key value \ 

validating the decryption key value with a key value associated with the file identifier 
using the key value and the selected algorithm to decrypt the fif^. 
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